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The Consideration for Suitable Information Control 

Information control is said to endanger human rights, but it is also vital for safe use on 

the Internet. On the one hand, the people in Hong Kong are deprived of their freedom of 

speech; on the other hand, there is no end to child sexual exploitation (Pang, 2021; Martinu & 

McEwen, 2018). Both situations are happening near me in society, and I thought invasions of 

human rights should be solved, so I decided to write about this topic. In this essay, first, I 

include an outline of information control on the Internet, and then I introduce the situations of 

each country I researched. Afterward, I discussed the merits and demerits of information 

control, and conclude by presenting the solutions to making suitable information control. 

The Outline of Information Control 

 Information control on the Internet is carried out worldwide, even in countries that 

attach importance to human rights (Shahbaz & Funk, 2020). According to Shahbaz and Funk 

(2020), there are three barometers that measure how authorities deprive the freedom on the 

Internet, and they are: 

1) How they block access to information by using infrastructural, economic, or 

political ways; 

2) How they filter and block specific content, which is regulated by law; and 

3) Regardless of legal or extralegal law, how they invade the user’s rights such as 

freedom of expression or privacy. 

Next, I will show more detailed examples of each country’s rank for censorship.  

Then, censorship has reasons for it being carried out. Poetker (2019) suggested that 

the four main reasons for Internet censorship are protecting copyright information, blocking 

harmful content, preventing cybercrimes, and monitoring users’ activity on the Internet. 

However, censorship cannot be carried out without computer or Internet techniques. For 

example, in the Great Firewall (GFW) in China, which is said to be the world’s most 
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successful system of censorship and surveillance, authorities adopt IP blocking, DNS 

injection, and TCP reset methods, but some professionals can bypass them (Anderson, 2012).  

The Countries Where the Strict Censorship Is Carried Out 

 As I mentioned before, each country establishes their own system of information 

control. Shahbaz and Funk (2020) reported that 20% of world countries are ‘free,’ which 

means they almost do not limit the freedom of Internet use on the one hand, and on the other 

hand, 67% of the countries are assessed at ‘partly free’ or ‘not free’ that means partial or 

entire restriction of the use of the Internet, and 13% of the rest are non-data. However, even 

in ‘free’ countries, the Internet is not always typically accessible. The U.S. banned some 

Chinese applications for national security (Shahbaz & Funk, 2020), and Japan set a rule of 

‘Act on Development of an Environment that Provides Safe and Secure Internet Use for 

Young People’ in 2009 (Act on Development of an Environment, 2009). Of course, ‘partly 

free’ and ‘not free’ countries have less freedom on the Internet. For example, India often 

shuts down the Internet and obliges companies to gather citizen’s private data, Turkey’s law 

provides for social media that must censors and survey user’s activity, and China has the 

GFW to control the information flow (Shahbaz & Funk, 2020). It seems the censorship is too 

strict and makes people feel uncomfortable. Next, I explore if information control has a good 

aspect on society. 

The Merits of Internet Censorship 

 There are increasing risks of cybercrime as Internet technology keeps developing and 

growing. As the Internet has spread among citizens and companies, and as societies become 

more digitized, the risk of attacks through the Internet becomes higher (Martinu & McEwen, 

2018). Negi (2017) acknowledged that tools such as Tor, I2P, and Freenet enable users to 

communicate on the Internet anonymously through one-way outbound tunnels. However, 

they can be used not only by good citizens, but also by criminals. By using the Internet, 
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criminals can get such tools or services for crime and broaden their scale quickly, and they 

can speed up crimes, so there are much more risks of stealing private information, child 

sexual abuse, or terrorism on the Internet these days (Martinu & McEwen, 2018). Moreover, 

the dangers of the Internet are not just cybercrimes. For example, spreading fake news is not 

a crime, but it influences the international situation (Poetker, 2019). These facts suggest that 

censorship might prevent such troubles. 

The Demerits of Internet Censorship 

 Of course, censorship has bad or troubling aspects. Poetker (2019, “Cons of Internet” 

section) argued four demerits of Internet censorship: 

1) Censorship that is too strict might restrict the information, which should not be 

censored, such as historical facts, protest claims, etc. Besides, strict regulations 

cause self-censorship among citizens and companies, such as in the U.S. (see 

also, Poetker, 2019, “Global Internet Censorship” section, para. 2). 

2) Operating censorship system needs fair management by third parties, but this is 

impractical. 

3) Maintaining a censorship system needs high costs for platforms, personnel, or 

electric bills, and it would also impose expensive taxes on users. 

4) Censorship might pose threats and freedom of speech. 

Additionally, Shahbaz and Funk (2020) alerted that the COVID-19 pandemic encourages 

unfair surveillance by authorities on the pretext of protecting citizens from inaccurate 

information. It seems that censorship cannot be adopted in society unreservedly. 

Solutions for Censorship Improvement 

 Are there any methods of balancing human rights and the safe use of the Internet? As 

mentioned above, there is a dilemma between choosing human rights or the eradication of the 

abuse. If censorship were relaxed, human rights would be protected, but cybercrimes might 
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spread. Conversely, if censorship were restricted, human rights would be depressed, but 

cybercrimes also might be passably daunted because there are many tools and methods to 

bypass it. Shahbaz and Funk. (2020, p. 3, “A Stronger Role” section, para. 1-3) contended 

that it is crucial for fighting against cyber sovereignty to act with restoring “confidence in the 

legitimacy” and “efficacy of the existing multistakeholder model.” I think, however, the 

vision of safe use of the Internet should be considered, so I maintain three ways below as 

solutions that mainly follow relaxing regulation policy, encouraging the education not to 

become perpetrators nor victims of cybercrime, and inspecting each other’s countries (and 

social media) internationally. Restricting laws are certainly one way, but I think monitoring 

would play a role in preventing authorities from running out of control toward 

authoritarianism. 

Conclusion 

 In conclusion, I discussed the outline of information control and example of 

censorship in the world to get an accurate grasp of the world’s Internet situation. Next, I 

introduced the advantages and disadvantages of Internet censorship. Certainly, censorship can 

restrain the spread of cybercrimes and other Internet headaches, though it needs funding and 

is troublesome as it sometimes causes excessive regulation. In this manner, I declared a 

dilemma between human rights and the safety of use on the Internet. Finally, I suggested 

three solutions to keep the dilemma to a minimum by considering how citizens can use the 

Internet safely. There would be a minor problem if no one thought of crime or awful plans 

and dishonest schemes, but this is unrealistic. As long as the Internet exists and keeps 

growing, both the risks and benefits will be increasing. I believe that the most needed thing is 

not restricting the regulation, but making sure everyone is informed about the proper use of 

the Internet to develop human knowledge. 

Word Count: 1,227  
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